
Cybercriminal attacks continue to threaten financial institutions. The growing frequency of these intrusions, 

predominantly distributed denial-of-service (DDoS) attacks, heightens the need for banks and credit unions to 

maintain strong security protocols. 

These increasingly sophisticated and omnipresent threats continue to evolve, making the protection of your 

organization’s perimeter and infrastructure ever more complex, yet essential. Equally important is having 

a comprehensive methodology to offset attacks by constantly developing counter measures to protect 

your business. 

This white paper examines the various types of DDoS attack modes, recent comments and guidance from 

regulators related to DDoS, and how to mitigate risk for your institution.

  

UNDERSTANDING THE CAUSE AND EFFECT OF DDoS:
How to mitigate risk and protect your financial institution
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Many perpetrators of DDoS attacks typically target 

banks, credit unions and credit card payment 

gateways. In its basic form, a DDoS attack causes 

Internet-based service outages by overloading 

network bandwidth or system resources.

DDoS Evolves Into Ever-Growing Threat

The Atlantic indicates that, “DDoS attacks are on 

the rise, the attacks themselves are getting much 

bigger, and the companies who are targeted are 

often hit multiple times.” This increased volume 

and amplification of attacks drives up the costs 

to victims. “Businesses under attack often lose 

revenue from reduced web traffic, and end up 

having to spend money on hardware and software 

replacements after the fact.” Typically, victims 

also experience losses in productivity, intellectual 

property and customer trust.1 

Although the exact amount of their losses is 

unknown, recent victims felt the undeniable force of 

DDoS attacks.

Recurring Attacks Disrupt U.S. Financial Institutions

From September 2012 to mid-2013, nearly 50 

U.S. financial institutions experienced more than 

200 DDoS attacks, levied by a Middle Eastern group, 

the Izz ad-Din al-Qassam Cyber Fighters, according 

to the U.S. Department of Homeland Security.2 The 

first wave of these highly sophisticated takedown 

attempts on financial institutions lasted about six 

weeks, from mid-September to mid-October 2012. 

In the second phase, which lasted seven weeks from 

December 2012 to late January 2013, the same 

attackers expanded to mid-tier banks and credit 

unions. Those attacks caused major disruptions 

in online banking, but according to reports, did not 

result in system breaches or data theft. 

And on March 12, 2013, at least six leading U.S. 

banking institutions suffered DDoS attacks, the 

largest number of institutions targeted in a single 

day at the time. Even more worrisome, the attacks, 

caused by a bot known as Brobot, appeared to 

evolve and increase. 

The attacks started reoccurring in 2014, with Bitcoin 

virtual currency exchanges receiving multiple DDoS 

attacks from unknown sources. And in late January 

of that year, a hacktivist group known as the 

European Cyber Army waged targeted DDoS attacks 

against Bank of America and JPMorgan Chase.3

1 LaFrance, A. (2014, October 21). The Atlantic. How Much Will Today’s Internet Outage Cost? Retrieved from https://www.theatlantic.com/
technology/archive/2016/10/a-lot/505025/.

² Federal Bureau of Investigation. (2014). FBI Flash. Retrieved from website: http://docs.ismgcorp.com/files/external/Brobot_Flash_Report.pdf.

³ McGarvey, R. (2014, February 24). DDoS Update: Credit unions in the crosshairs. Credit Union Times. Retrieved from http://www.cutimes.
com/2014/02/21/ddos-update-credit-unions-in-the-crosshairs.
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DDoS Attacks Exploit the Internet of Things

According to Tripwire.com, Russian banks fell 

victim to DDoS attacks in late 2015 and again in 

2016, when “a botnet consisting of at least 24,000 

computers located in over 30 countries trained its 

resources against at least five Russian banks.”4 

That botnet exploited the Internet of Things (IoT), 

which launched the events of Oct. 21, 2016. On that 

day, Internet infrastructure firm, DYN, was attacked. 

The ripple effect of that attack affected the 

websites of DYN’s extensive client list, including 

The New York Times, PayPal and Verizon. Wired.com 

noted that, “initial reports indicate that the attack 

was part of a genre of DDoS that infects Internet 

of Things devices (think webcams, DVRs, routers, 

etc.) all over the world with malware. Once infected, 

those Internet-connected devices become part of 

a botnet army, driving malicious traffic toward a 

given target.”5 

No Sign of Relief 

And there’s no sign these attacks will slow. In 

fact, every sign points to the contrary. In covering 

the DYN attack, The New York Times noted that, 

“security researchers have long warned that the 

increasing number of devices being hooked up to 

the internet, the so-called internet of things, would 

present an enormous security issue.”6 To that 

point, IoT, as well as consumer demand for faster 

connections and the onslaught of social networking 

sites, are all helping spur an increasing number of 

ever-larger DDoS attacks.

Many security researchers also cite the 

increasing bandwidth available to consumers; 

for instance, Google Fiber, AT&T Gigapower and 

Comcast Xfinity all promise at least one-gigabyte 

Internet connections. In addition, hackers 

are more connected than ever through social 

networking sites, making it easier for them to 

coordinate attacks. 

Altogether, these phenomena create a ripe 

environment and provide ample tools for 

cybercriminals to orchestrate some very complex, 

clever DDoS attacks.

⁴ Bisson, D. (2014, November 29). Tripwire.com. The State of Security. The 5 Most Significant DDoS Attacks of 2016. Retrieved from https://
www.tripwire.com/state-of-security/security-data-protection/cyber-security/5-significant-ddos-attacks-2016/.

⁵ Newman, L.H. (2016, October 21). Wired.com. What We Know About Friday’s Massive East Coast Internet Outage. Retrieved from https://www.
wired.com/2016/10/internet-outage-ddos-dns-dyn/.

6 Perlroth, N. (2016, October 21). The New York Times. Hackers Used New Weapons to Disrupt Major Websites Across U.S. Retrieved from 
https://www.nytimes.com/2016/10/22/business/internet-problems-attack.html?_r=0.
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Perpetrators of DDoS attacks characteristically aim 

to disable a machine or network resources to users. 

Usually, one of three types of DDoS attacks occurs:

• Volume Attacks flood an organization’s circuits 

with traffic. Volume-based attacks include 

Domain Name System (DNS) amplification 

attacks, for which attackers use publicly 

accessible DNS servers to flood a target 

system with DNS response traffic; User 

Datagram Protocol (UDP) floods, where an 

attacker sends IP packets containing UDP 

diagrams en masse so that the victim can 

no longer handle valid connections; Internet 

Control Message Protocol (ICMP) floods, 

in which ICMP echo requests overload the 

intended target with so many requests that it 

can no longer process valid network traffic; 

and other spoofed-packet floods. This type of 

attack saturates the bandwidth of the target 

site, with the magnitude measured in bits per 

second (Bps).

• Protocol Attacks are designed to interfere 

with networks. These incursions include 

SYN floods, whereby attackers try to render 

a system unresponsive by sending it large 

volumes of SYN requests, and fragmented 

packet attacks, during which IP datagrams 

are broken down into smaller packets to be 

transmitted over different network media 

and then reassembled at the other end. This 

type of assault—measured in packets per 

second—consumes actual server resources 

or those of intermediate communication gear, 

including firewalls and load balancers.

• Application Attacks, measured in requests 

per second, attempt to overwhelm operating 

systems and applications that are designed to 

receive data. These attacks include Slowloris, a 

web-server incursion that tries to open a large 

number of connections and keep them open 

for as long as possible, and Zero-day DDoS, 

also known as a zero-hour attack, that takes 

advantage of unfixed computer bugs. These 

attacks comprise seemingly legitimate and 

innocent requests, with the goal of crashing the 

server.

To date, DDoS attack motives appear more 

politically provoked than financially motivated, as 

recent attacks have not directly pilfered funds or 

sensitive personal information. However, that’s 

not always the case: some DDoS attempts might 

serve to divert attention and/or disable alerting 

systems in order to cover fraudulent activity from 

such account-takeover attacks as the Brobot, 

Eurograbber or Zitmo banking Trojan. 

Exploit kits, cybercrime instruments sold as 

off-the-shelf product bundles, also are concerning, 

and include Blackhole, Phoenix, Ellenore and 

Citadel. They are usable without any kind of 

technical hacking skills. Advanced versions of these 

popular exploit kits can inject JavaScript into an 

online banking session (after infecting an endpoint) 

and automatically create and authorize fraudulent 

transactions. This requires zero intervention from 

the attacker, making them particularly dangerous.

DDoS IN ATTACK MODE
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Not long ago, two federal agencies issued specific 

warnings to financial institutions about the threat 

posed by DDoS attacks.

In December 2012, the Office of the Comptroller 

of the Currency (OCC) noted account-takeover 

risks that federal investigators had associated 

with DDoS. The OCC warned that banks need a 

heightened sense of awareness regarding these 

attacks, and must employ appropriate resources to 

identify and mitigate the associated risks.7

 

In response to DDoS attacks, the National Credit 

Union Administration (NCUA) advised credit unions 

in February 2013 to utilize mitigation controls. 

“As the goal of DDoS attacks is causing service 

outages rather than stealing funds or data, typical 

network security controls—such as firewalls and 

intrusion detection and prevention systems—may 

offer inadequate protection,” then NCUA Chairman 

Debbie Matz said in the related bulletin.8 

Both alerts suggested financial institutions reduce 

DDoS threats by following guidance from the 

Federal Financial Institutions Examination Council 

(FFIEC), a formal interagency composed of the 

Board of Governors of the Federal Reserve System 

(FRB), the Federal Deposit Insurance Corporation 

(FDIC), the NCUA, the OCC and the Consumer 

Financial Protection Bureau (CFPB). That FFIEC 

guidance includes the following: 

• Deploy sufficient staffing for the duration 

of DDoS attacks, in conjunction with 

pre-contracted third-party servicers that 

can help in running the Internet-based 

traffic streams.

• Ensure that incident response plans 

effectively involve the appropriate personnel 

across multiple lines of business, as well as 

external partners.

• Conduct appropriate due diligence reviews 

of service providers, including Internet 

Service Providers (ISPs) and web-hosting 

service providers, to ensure they have taken 

the necessary steps to identify and reduce 

the risks that could stem from potential 

DDoS attacks.

Rules and regulations also require institutions to 

monitor systems to detect actual and attempted 

attacks on—or intrusion into—customer or member 

information systems. In addition, FFIEC guidance 

suggests financial institutions should voluntarily 

file a Suspicious Activity Report if an attack 

affects Internet service delivery, enables fraud, or 

compromises customer or member information. 

The FFIEC also encourages banks and credit 

unions to participate in such information-sharing 

organizations as industry trade groups and the 

Financial Services Information Sharing and 

Analysis Center (FS-ISAC).

WHAT THE REGULATORS ARE SAYING

7 Office of the Comptroller of the Currency, (2012). Information Security: Distributed denial of service attacks and customer account fraud. (2012, 
December 12). Retrieved from http://www.occ.gov/news-issuances/alerts/2012/alert-2012-16.html.

⁸ National Credit Union Administration, (2013). Mitigating distributed denial-of-service attacks. Retrieved from website: http://www.ncua.gov/
Resources/Pages/RSK2013-01.aspx.
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Finally, the FFIEC recently revised and added to its IT Examination Handbook in response to growing 

cybersecurity threats. The updated guidance in these booklets should be incorporated into an institution’s 

overall information security program and, where relevant, to its DDoS mitigation efforts:

• Information Security Booklet: This September 

2016 revision delineated the key phases of 

effective information security risk management 

(risk identification, risk measurement, risk 

mitigation, and risk monitoring and reporting). 

It also called on financial institutions to foster 

a security culture, noting that an information 

security program is “more effective when 

security processes are deeply embedded in the 

institution’s culture.”9

• Retail Payment Systems Booklet: On 

April 29, 2016, the FFIEC added Appendix E: 

Mobile Financial Services to this booklet. 

It “focuses on the risks associated with 

mobile financial services and emphasizes an 

enterprise-wide risk management approach 

to effectively manage and mitigate those 

risks.”10 The role of IoT in recent DDoS attacks 

underscores the importance of this appendix.

9 FFIEC (2016, September 9). Press Releases. Financial Regulators Release Revised Information Security Booklet. Retrieved from https://www.
ffiec.gov/press/pr090916.htm. 

10 FFIEC (2016, April 29). Press Releases. Financial Regulators Release New Appendix for Retail Payment Systems Booklet. Retrieved from 
https://www.ffiec.gov/press/pr042916_2.htm.

• Management Booklet: The FFIEC updated 

this booklet in November 2015. In outlining 

the principles of sound governance and 

recognizing cybersecurity challenges, 

the revision specifically identified IT 

governance as a key component of overall 

institutional governance.

• Business Continuity Booklet: The new 

Appendix J: Strengthening the Resilience 

of Outsourced Technology Services was 

introduced on Feb. 2, 2015, calling on 

institutions to evaluate the cyber resilience of 

their service providers.
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The best way to mitigate potential DDoS threats 

is to make certain you are constantly alert to 

the ways in which fraudsters may target your 

financial institution. Unfortunately, many financial 

institutions fall short is this area. But, denial is not 

a strategy. 

Here are some typical shortcomings of financial 

institution security:

• Sporadic conformance to the guidance. 

Financial institutions not meeting basic FFIEC 

guidelines or paying attention to updated 

guidance risk trouble, not only with examiners 

who are looking for a “good faith” effort to 

comply, but also by leaving their institution 

vulnerable to attack; 

• Leaving a backdoor open through a server 

or computer. A website backdoor enables 

hackers to remotely operate the site or server 

for misuse, including distributing malware and 

spam as well as carrying out DDoS attacks 

or ID theft. A Trojan injected into a computer 

grants remote-control access to malicious 

users over infected machines, possibly linked 

through a botnet or zombie network; 

• Not educating employees and customers in 

order to create the security culture emphasized 

by the FFIEC. While less education is needed 

to convince institutions that the threats are 

real, many are not fully convinced of their 

own vulnerability, so they don’t always 

educate all staff and customers. Also, many 

don’t recognize that financial motivation 

by cybercriminals may exist, which is why 

financial institutions must focus on both 

authentication and the transaction; 

• Hesitation to deploy new security measures 

because financial institutions do not want to 

aggravate customers. However, disruptions 

to websites and online banking as a result 

of DDoS attacks are far likelier to damage 

customer satisfaction and loyalty;

• Failing to see the need for commercial 

third-party DDoS mitigation services. Financial 

institutions that have experienced DDoS attacks 

without such services in place warn others of 

the complete helplessness of their staff to stop 

the attacks and the havoc wreaked on their 

systems. On the other hand, institutions whose 

websites run behind active DDoS mitigation 

services typically are not even aware of attacks 

because they are thwarted in real time. And 

more importantly, their customers remain 

unaware and experience no disruption. 

• Overlooking potential mobile-banking 

incursions, as well as the growing threat 

from IoT. 

• Not protecting the financial institution from 

third-party service providers’ weaknesses 

as spelled out by the FFIEC in its Business 

Continuity Booklet’s Appendix J.

GETTING PREPARED
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Don’t assume your financial institution is not a 

target. Complacency is an adversary. A great first 

step for all bank and credit union leadership is 

understanding that these malicious attacks are 

coming from stealthy, well-organized groups—not 

easy-to-identify individuals—that are determined 

to beat your security. Often, you won’t even see 

them coming. 

Next, pay attention to FFIEC guidance that calls 

for layered security, expanded authentication 

mechanisms, education, and controls to combat 

identity theft and online fraud. While the guidance 

focuses on Internet delivery channels, the 

principles relate to all forms of electronic banking, 

including mobile and voice. Specific areas to 

improve risk management techniques include 

controls that are calculated to appropriately assess 

and mitigate online risk.

You also should consider these mitigation steps:

• Maintain strong information security awareness 

programs for employees and customers 

• Deploy transaction and threat monitoring while 

limiting both the number and the dollar amount 

of transactions. DDoS attacks can be used 

as diversionary techniques, where hackers 

attempt to initiate large wire transfers while the 

institution’s security focus is elsewhere 

• Document all public-facing services used by 

the organization, as well as business risks 

associated with those services and ways the 

organization would handle mitigation of a DDoS 

attack for each service 

• Work closely with your ISP to determine 

its DDoS strategy, and how to respond if an 

attack takes place through circuits issued by 

that provider 

• Also with your ISP, create physical 

documentation that includes the point of contact 

and phone numbers, as well as procedures 

for attacks 

• Maintain strong vendor relationships and 

ensure DDoS mitigation strategies exist for any 

vendor providing hosted or cloud services to 

the organization 

• Share your DDoS response strategy with 

your managed services provider and grant 

them proxy authority to contact your ISP on 

your behalf 

• Evaluate dedicated DDoS-mitigation service and 

solution providers 

Also, prioritize user education as part of the 

solution—not just in response to a problem. 

Financial institutions may not be doing enough to 

educate account holders about DDoS attacks. 

Do consumers really understand disruption with 

online access? These are questions federal 

banking regulators seem to be asking, and 

the nature of their questions suggests they 

soon could be holding institutions to a higher 

DDoS-disclosure standard. 

The spring 2013 edition of FDIC Consumer News 

specifically mentions that regulated banking 

institutions must notify the public of a data breach 

during these DDoS attacks. Of note: this is the first 

time a banking regulator directly addressed DDoS 

with the public.

RESIST COMPLACENCY
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ABOUT CSI MANAGED SERVICES

Simplifying technology through cloud-delivered 

solutions gives you many competitive advantages. 

Whether through a fully outsourced or co-managed 

relationship, CSI provides relevant solutions 

and one-on-one account management to help 

you utilize them to their fullest potential. Your 

business matters, and our team of knowledgeable 

professionals will ensure you achieve superior 

results for both your business and your customers.

Learn more at www.csiweb.com

With a holistic approach to security that is ongoing 

and evolving, sufficient security measures can 

effectively defend against DDoS attacks and 

sophisticated malware and Trojans. Making security 

a foundation for all strategic plans protects both 

your account holders and your reputation. 

Internet fraud is a progressively more complicated 

and persistent danger that changes its profile to 

take advantage of new technology. The best way to 

tackle these threats is to ensure awareness of the 

methods in which fraudsters may try to target your 

organization by thinking about security all the way 

through the process. 

Also, look for partners that can assist you in your 

efforts. The top technology providers offer routing 

through hosted network services, which provides 

redundant services with different DDoS mitigation 

providers; it’s also a value-added service versus a 

do-it-yourself responsibility. Financial institutions 

also can work with organizations that perform 

or review DDoS-specific risk assessments and 

business continuity planning. What’s more, having a 

partner with superior predictive fraud and analytics 

capabilities is essential against server-side 

“bullets” fired by polished operations that are 

dedicated to finding weaknesses in bank and credit 

union defenses. 

Regardless of your experience—or preparedness 

for a DDoS event—your primary focus should be to 

document, test and verify a response plan. In doing 

so, your financial institution will see beyond the 

cyber-enemies we know about and be ready for any 

dangers ahead.
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